~ UBND TINH PONG NAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tw do - Hanh phic

S6: 2867 ISTTTT-CNTTVT Pong Nai, ngay 3 thang 11 nam 2022
VIV canh bao 15 hdng bao mat zero-day
anh hudéng nghiém trong dén
Microsoft Exchange

Kinh guri:
- Cac co quan dang, nha nudc trén dia ban tinh;
- Céc to chirc chinh trj - x3 hdi thudc dia ban tinh;
- Viettel Pong Nai, VNPT Pdng Nai, Mobifone Pong Nai;
- Trung tam Cong nghé thong tin tinh Pong Nai.

S¢ Thoéng tin va Truyén thong nhan vin ban 1484/CATTT-NCSC ngay
30/9/2022 ctia Cuc An toan thong tin vé viéc canh bao 16 hong bao mat zero-day
anh huong nghiém trong dén Microsoft Exchange;

Theo vin ban trén, thdng qua viéc ting cuong hop tac, chia sé tri thirc tin
cong mang vo1 doanh nghiép an toan thong tin trong nudc, Cuc An toan thong
tin tiép nhan canh bao tir doi ngili bao mat ciia Cong ty GTSC vé viéc dang xuat
hién chién dich tin cong mang c6 chu dich sir dung 16 héng zero-day, muc tiéu
nhim dén 1a cac hé théng may chi Microsoft Exchange cua cic co quan, to chirc

trong nudc.

Pay 14 16 héng bdo mat c6 mirc do nghiém trong va hién tai chua c6 ban va
16i chinh thirc, 16 hong nay cho phép ké tin cong thuc thi mi tir xa dé danh
quyén kiém soat hé théng, de doa dén tinh bi mat, toan ven cua hang ngan may
cht Mail Exchange dang duoc sitr dung bdi nhiéu co quan, to chirc trong nudc

(théng tin chi tiét vé 16 hong trong phu luc kém theo).

Truéc muc d6 nghiém trong cta 16 hong, ngay 29/9/2022, Cuc An toan
thong tin da tién hanh ra soat va ghi nhan hé thong may cha Mail mot s6 don vi
da bi xam nhép véi céac dAu hiéu nhan dién lién quan dén tin cong c6 chu dich.
Pong thoi, Cuc An toan thong tin di phat di canh bao téi toan bd thanh vién
thudc Mang ludi Gmg ctru su ¢ an toan thong tin mang Viét Nam. Tuy nhién,
viéc tuan theo khuyén nghi dé ngin chin viéc khai thac 16 héng van chua dugc
thyc hién nghiém ttc.

Nhim dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S¢ Thong tin va
Truyén thong khuyén nghi Quy don vi thuc hién:

S6 01, duong 30/4, phudng Thanh Binh, TP. Bién Hoa, tinh Pong Nai.
DT: (0251) 3810.269 — https://stttt.dongnai.gov.vn
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1. Cau hinh lai may cha dé ngan chin ddi tuong tin cdng thuc thi ma tir xa

(chi tiét huéng dan trong phu luc kém theo).

2. Str dung cong cu thuc hién ra soat lai hé théng may chi Mail va cong cu
kiém tra cu hinh ngan chan tAn cong dé phat hién cac d4u hiéu bi xam nhap va
tinh hiéu cua cta bién phap ngin chin nham kip thoi ung phé trude khi sy cb
xay ra (Cong cu guti kem theo).

3. Tang cudng gidm sat va san sang phuong an xur 1y khi phat hién co
dAu hiéu bj khai théc, tn cong mang; déng thoi, thuong xuyén theo doi kénh
canh bao https:/t.me/+TEXoMVQDhNoyMDI1 dé cap nhat kip thoi cac nguy

co, chién dich tan cong mang.

Trong truong hop can thiét co thé lién hé dau mdi hd tro cua Cuc An toan
thong tin: Trung tim Ung ctru khan cap khong gian mang Viét Nam; dién thoai
0869100317; thu dién tir: ir@vncert.vn hoic S¢ Thong tin va Truyén thong,
dién thoai 0251.3810.269, thu dién tir: attt@dongnai.gov.vn.

Tran trong./.

Noi nhgn: KT. GIAM POC
- Nhu trén; ) A A
- UBND tinh (b/c); PHO GIAM DOC

- Giam déc va Pho Giam dde So:
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V6 Hoang Khai
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Phu luc

THONG TIN VE LO HONG BAO MAT TRONG SAN PHAM
MICROSOFT EXCHANGE

(Kém theo vin ban s6 2867 ISTTTT-CNTTVT ngay 3 / 11/2022
cua So Thong tin va Truyén thong)

1. Thong tin vé 16 hong
Ngay 28/09/2022, ddi ngii bao mat cia GTSC cong bd viéc dang xuét

hién chién dich tdn cong mang c6 chi dich nhim t6i cac co quan, to chirc trong
nuéc thong qua viée khai thac 16 hong bao mat ctia Microsoft Exchange.

Ngay 29/9/2022, trong théng bao ding trén blog, Microsoft cho biét ho
dang diéu tra hai 156 hong zero-day dugc bao cédo anh huong dén Microsoft
Exchange Server 2013, 2016 va 2019. L3 hong dau tién, duoc xac dinh 1a CVE-
2022-41040 1a 16 hong bao mat SSRF, trong khi 16 hong thir hai dugc xac dinh
la CVE-2022-41082, cho phép thuc thi ma tir xa (RCE), day 14 16 hong bao mat
nghiém trong, mot khi khai thac thanh cong, ké tan cong co6 thé danh quyén kiém

soat toan bo hé thong may chii Mail.
2. Hwéng din khic phuc

Hién Microsoft chua co6 ban va chinh thic cho 16 hong nay, vi vay dé
ngin chin viéc khai thac 16 hong, d6i ngil quan tri can cau hinh lai may chu theo

huéng dan sau:

Str dung module URL Rewrite dé chin truy van khai théc 15 héng tai
Internet Information Service (11S) Manager

1S Manager -> Default Web Site -> Autodiscover -> URL Rewrite ->
Actions

Manage Application
Browse Application

Actions pane = click Add Rules.
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3. Cong cu hd trg
- Cong cu hd tro phat hién diu hiéu hé théng da bi xam nhap:
https://github.com/ncsgroupvn/NCSEQScanner/releases
- Cong cu hd tro xac nhan cAu hinh thanh cong may chu dé ngan chan tAn
cong: https://github.com/VVNCERT-CC/0dayex-checker/releases

4. Lién két tham khao

[1]. https://msrc-blog.microsoft.com/2022/09/29/customer-guidance-for-
reported-zero-day-vulnerabilities-in-microsoft-exchange-server

[2]. https://www.gteltsc.vn/blog/canh-bao-chien-dich-tan-cong-su-dung-
lo-hong-zero-day-tren-microsoft-exchange-server-12714.htmi

[3]. https://www.bleepingcomputer.com/news/security/new-microsoft-
exchange-zero-days-actively-exploited-in-attacks/
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